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Abstract:
The open nature of RISC-V based-processors make them an ideal candidate to build embedded systems
for numerous IoT applications. The inclusion of building elements that guarantee the three pillars of CIA
(Confidentiality, Integrity, Availability) triad along all lifecycle of the device is a promising challenge. Some
solutions have been proposed in academic and industrial sectors during the last years. However, there are
still open issues that encourage the development of end-to-end solutions for future IoT devices. The use
of a unique digital physical identity derived from Physical Unclonable Functions (PUFs), also known as
hardware anchor, to build Trusted Execution Environments (TEE) and high-level security protocols to
exchange information in a safe way are active research activities. The build of these future secure IoT
devices require the collaboration of multidisciplinary teams that involve specialists in hardware security,
embedded processing, and secure communication protocols.
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